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ICT Usage Policy: Staff

Never disclose your password to anyone. Never use someone else’s logon name or
password or allow anyone else to use your logon.

Under no circumstances should you view, upload or download any material which is likely to
be unsuitable for children. This applies to any material of a violent, dangerous, sexual, or
inappropriate nature.

To protect yourself and the systems, you should respect the security on the computers;
attempting to bypass or alter the settings may put you or your work at risk.

Always get permission before installing, attempting to install or storing programs of any
type on the networked computers.

Do not download, use, or upload any material which is in breach of copyright.

Do not give out the personal information of any staff or pupil from the college without the
correct authority to do so.

You must ensure that any personal data belonging to students or staff, that you send
externally from our organisation or you take offsite is securely encrypted and used
appropriately in line with the college GDPR Policy.

Be polite and appreciate that other users might have different views than your own. The use
of strong language, swearing or aggressive behaviour is not allowed.

Always respect the privacy of files of other users. Do not modify files in common areas
unless they belong to you or you have received express permission.

Personal storage drives and emails on the network or on Office365 are not private. ICT
support staff may be required to access your files/communications to ensure that the
systems are being used responsibly.

Arrange for suitable monitoring of students in your class, or those students who you have
given permission to use the ICT facilities.

Protect the computers from spillages by eating or drinking well away from the ICT
equipment.

Only open attachments to external emails if they come from someone you already know
and trust. Attachments can contain viruses or other programs that could destroy all the files
and software on your computer.



Never leave a workstation logged on and unattended. Use the ‘Lock Computer’ (press the
Windows Key + L) function if you need to leave a workstation for a short period of time. This
applies both in college and whilst accessing the college network remotely.

When remotely accessing the college network or systems on shared devices, never allow the
local computer/device to automatically remember and enter the username and password.

Report any incident which breaches the Acceptable Rules Policy immediately to the ICT
Support Team. This includes any misuse by students.

All communication with students, parents/carers, and the wider public should only be
carried out using college equipment and systems. This includes not using personal
telephone numbers, email accounts, or social networking sites.

All personal social media content must be protected with the correct privacy settings. Under
no circumstances should you share content, link your profiles, or allow your content to be
shared or linked with students. This includes students who have left the Academy. Please
also give consideration to any wider personal publicly published web content and
understand that this may be viewed by students.

Staff must NOT have any form of social contact via the internet with students (current and
former). Staff should be aware that in the event that this is found to have happened
disciplinary action will be taken.

Staff must NOT name their employer on any social networking site, as this could potentially
bring the Engineering UTC into disrepute. Staff should be aware that in the

event that this is ignored, where there are issues arising from this, disciplinary action will be

taken.

No personal devices should be used with or given to students or parents/carers. This
includes mobile phones, cameras, camcorders, and storage devices.

No personal data storage devices or personal cloud storage providers should be used. This
includes personal photography or recording equipment.

Ensure that any tablet device or mobile phone that you use to integrate with the college
systems is passcode protected.

Misuse of ICT may lead to disciplinary procedures

I have read the above and understand my roles and responsibilities.
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